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What Is SOC?

SOC (Security Operations
Center) is a team that
monitors and defends
organizations from cyber
attacks.

Skills Required

"4 Networking

4 Linux

"4 Windows Logs

["4 SIEM Basics

"4 Incident Response
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Threat Detection

Networking Basics
Learn:

o |P

o DNS

e HTITP

o [CF/IP

e Packets

Tools:

o Wireshark

e Packet Tracer
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Linux + Windows
Learn:
e [inux commands
e Event Viewer
e Logs
e Processes

SIEM
Introduce:
e Splunk
o Wazuh
o ELK Stack
e Explain:
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e SIEM collects and
analyzes security
logs

Threat Detection
Learn:
e phishing
e malware
e brute force
® suspicious login
e alert investigation

Blue Team Tools
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Tools:

e Wireshark
e Splunk

o Wazuh

e VirusTotal
o ANY.RUN

Certifications
Beginner:
e Google
Cybersecurity
e Security+
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e Blue Team

Level 1
SOC Analyst Daily
Routine
This page important hai
. 4 .
Example:

* Monitor alerts

* Investigate suspicious
activity

* Analyze logs

» Detect attacks
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* Report incidents

Salary + Career Growth
India:

e Fresher: 33-6 LPA

e Experienced: J10LPA+
Roles:

e SOC Analyst

e [hreat Hunter

o DFIR

e Detection Engineer
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Final Advice :-

You do not need to be a
hacker to start
cybersecurity.

SOC Analysis is one of
the best beginner-friendly
cybersecurity paths.
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